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“A blockchain is a distributed database that
maintains a continuously-growing list of
data records hardened against
tampering and revision...”

Source: https://en.wikipedia.org/wiki/Blockchain_ (database)

2016 Py B 2z 4xide o | 2% e 4 5 IX Hui 201647H
AT IE 2



I3
e
]
e
o
&
\EL
I3
S

2016 MEZ2IES | MERE 5 Xk 2016457 H

EALkiE 3



LINQ : 49835 75 X Sk AL S bR 5 5 B

LINQ : PAXERBEONERFIT 6, SRR NETFRAT, f9NE s K
BT ) — &8

Certificates
Ottt

''''''

e Certificate #1802 k

||||||||||||

4,997,264
[ R ——

$0.01

2016 Fif HL 2 4zl ox | g2 4 5 X Ykt 2016578

ST 4



PEVBEEE . R3CEVATIHD [ 40 2 SRl 3Bt 2
(Chinaledger)

R3CEV Chinaledger Bx 7

R3O T2014%F, 5l4iEZ505% 4 Chinaledger &7 T2015F5H, H
EURSSANM, BT SRS 11 MBS Rk, )T E

X BRI R BT JUR A& b B BURTE LN X Pt
201644/, R3EAMIEEIT K BoAR.

Corda — — M AESMNI & 5 &

M oA =R K

20165 H, FERBNE N
AR X I G B 1) vp & 4 R4S

2016 Py B2z 4xid o | 2% e 4 HIX Pui 20167H
ALK IE 5



| LedgerX

s

LedgerX ] fgse &M HIFKBUFIRE , NRE KPS 5% %OLH) ks
MATAEMAZ G P LEE . HEl, ISR EREE ML R« (CFTC)
[RARCE (iRGi

LedgerX

An Institutional Trading and Clearing Platform

LedgerX is currently awaiting regulatory approval.

Learn More
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Bank spending on blockchain is expected
to surge (US$ millions)
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Mt.Gox
Then a major Bitcoin-trading website

2014 « 2 Unknown attackers exploited a Mt. Gox's
wallet software design flaw to record fake
transactions. The flaw allows these attackers to
make a withdrawal from their own account and
tamper with the record of that transaction. So
they could cash out, but claim they never
received the Bitcoins.

Impact: 850,000 bitcoins belonging to customers and
the company were missing and likely stolen, an

Suspended trading, amount valued at more than $450 million at

closed its website and

. the time.
exchange service, and
. Source: http://www.extremetech.com/extreme/176341-mt-gox-tries-to-pin-
flled fOI' a fOrm Of its-own-incompetence-on-bitcoin-bug
bankruptcy protection
2016 Py B2z 4xid o | 2% e 4 HIX Pui 20167H

WA K IE 12


http://www.extremetech.com/extreme/176341-mt-gox-tries-to-pin-its-own-incompetence-on-bitcoin-bug
http://www.extremetech.com/extreme/176341-mt-gox-tries-to-pin-its-own-incompetence-on-bitcoin-bug
http://www.extremetech.com/extreme/176341-mt-gox-tries-to-pin-its-own-incompetence-on-bitcoin-bug
http://www.extremetech.com/extreme/176341-mt-gox-tries-to-pin-its-own-incompetence-on-bitcoin-bug
http://www.extremetech.com/extreme/176341-mt-gox-tries-to-pin-its-own-incompetence-on-bitcoin-bug
http://www.extremetech.com/extreme/176341-mt-gox-tries-to-pin-its-own-incompetence-on-bitcoin-bug
http://www.extremetech.com/extreme/176341-mt-gox-tries-to-pin-its-own-incompetence-on-bitcoin-bug
http://www.extremetech.com/extreme/176341-mt-gox-tries-to-pin-its-own-incompetence-on-bitcoin-bug
http://www.extremetech.com/extreme/176341-mt-gox-tries-to-pin-its-own-incompetence-on-bitcoin-bug
http://www.extremetech.com/extreme/176341-mt-gox-tries-to-pin-its-own-incompetence-on-bitcoin-bug
http://www.extremetech.com/extreme/176341-mt-gox-tries-to-pin-its-own-incompetence-on-bitcoin-bug
http://www.extremetech.com/extreme/176341-mt-gox-tries-to-pin-its-own-incompetence-on-bitcoin-bug
http://www.extremetech.com/extreme/176341-mt-gox-tries-to-pin-its-own-incompetence-on-bitcoin-bug
http://www.extremetech.com/extreme/176341-mt-gox-tries-to-pin-its-own-incompetence-on-bitcoin-bug
http://www.extremetech.com/extreme/176341-mt-gox-tries-to-pin-its-own-incompetence-on-bitcoin-bug
http://www.extremetech.com/extreme/176341-mt-gox-tries-to-pin-its-own-incompetence-on-bitcoin-bug
http://www.extremetech.com/extreme/176341-mt-gox-tries-to-pin-its-own-incompetence-on-bitcoin-bug
http://www.extremetech.com/extreme/176341-mt-gox-tries-to-pin-its-own-incompetence-on-bitcoin-bug
http://www.extremetech.com/extreme/176341-mt-gox-tries-to-pin-its-own-incompetence-on-bitcoin-bug
http://www.extremetech.com/extreme/176341-mt-gox-tries-to-pin-its-own-incompetence-on-bitcoin-bug
http://www.extremetech.com/extreme/176341-mt-gox-tries-to-pin-its-own-incompetence-on-bitcoin-bug
http://www.extremetech.com/extreme/176341-mt-gox-tries-to-pin-its-own-incompetence-on-bitcoin-bug
http://www.extremetech.com/extreme/176341-mt-gox-tries-to-pin-its-own-incompetence-on-bitcoin-bug

BitStamp
World's largest Bitcoin exchange

2014 « 2 The attack resulted in Bitstamp having to
prevent customers from withdrawing their
money and blaming a technical glitch. The
attack uses transaction malleability to
temporarily disrupt balance checking.

Although there was no monetary loss, Bitstamp
was unable to process withdrawals
Impact: consistently.

Source: http://money.cnn.com/2014/02/11/technology/bitcoin-

Bitstamp was unable iy 2iidzen
to process withdrawals
consistently
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Flexcoin

A Bitcoin bank

2014 * 3 On 2 March 2014 Flexcoin was attacked and
robbed of all coins in the hot wallet. The
attacker first created a new Flexcoin account
and deposited some bitcoins into it, then
successfully exploited a flaw in the code which
allows transfers between Flexcoin users by
sending thousands of simultaneous requests,

Impact: the attacker was able to ‘moye’ coins from one
user account to another until the sending

Hackers stole 896 account was overdrawn, before balances were

bitcoin, worth updated. This was then repeated through

£365,000, and multiple accounts, snowballing the amount,

Flexcoin was forced to until the attacker withdrew the coins.
close after the attack

Source: https://www.theguardian.com/technology/2014/mar/04/bitcoin-
bank-flexcoin-closes-after-hack-attack
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BitStamp
World's largest Bitcoin exchange

2015 * 1 Attackers used Skype and email to
communicate with employees and attempt to
distribute files containing malware by
appealing to their personal histories and
interests. Bitstamp’s system became
compromised after one systems administrator
downloaded a file that he believed had been
sent by a representative for an organization
that was seeking his membership. Bitstamp
Loss of 19,000 suspended operations to investigate the attack,
bitcoins, approx $5m  rebuilt its website, deployed new hardware,
worth; forced to shut  and implemented other measures to make
down for almost one  stealing bitcoins more difficult.

Week to le pI'Oblem Source: http://www.computerworld.com/article/2865800/hackers-steal-5m-
in-bitcoin-currency-during-bitstamp-exchange-attack.html

Impact:
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BTER
Digital currency exchange

2015 ¢ 2 BTER announced loss of 7,170 bitcoins,
roughly $1.75 million, in an apparent hack on
its cold wallet system.

In a statement posted to the China-based

exchange's website, the company said that it

had shut down its platform in the wake of the

attack and that withdrawals for user balances
Impact: "will be arranged later".

Loss amounted approx The stolen funds were broadcast thI'OU.gh this

$1.75m; forced service transaction, according to the announcement,

shutdown and the bitcoins appear to have been split into
a number of separate wallets since the alleged
intrusion.

Source: http://www.coindesk.com /bter-bitcoin-stolen-cold-wallet-hack/
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Cloudminr

Bitcoin mining service

2015 7

Impact:

Data leakage resulted
in reputational loss
and collapse
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A bitcoin mining service called Cloudminr.io
has collapsed, resulting in the loss of bitcoins,
the publishing of personal user information
and accusations of fraud.

Over one weekend, the main Cloudminr page
was altered with an offer to sell a list of
passwords, email addresses and usernames for
79,267 individuals. One thousand entries from
that list were published on the site at the time.
The website is currently offline.

Source: http://www.coindesk.com/bitcoin-cloud-mining-collapse-data
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Purse

Bitcoin mining service

2015 * 10

Impact:

Reputational damage
and service
disruptions
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Purse customer funds were stolen as one of its
email service providers had been
compromised.

Customers reporting that they had received

emails about password resets and withdrawals.

Source: http://www.coindesk.com/customer-bitcoin-stolen-purse-email-

breach/
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LocalBitcoins
P2P Bitcoin trading

2015 * 11 A fake LocalBitcoins app distributed on the
Google Play store in a bid to steal user bitcoins.

Five reviewers on the Google Play store posted
claims that their bitcoins had been stolen as a
result of downloading the app.

Source: http://www.coindesk.com /fake-localbitcoins-android-app-is-

phishing-for-your-bitcoins/

Impact:

Reputational damage;
financial loss (if any)
not disclosed
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ShapeShift
Digital currency exchange

2015 * 11 ShapeShift lost as much as $230,000 in three
separate thefts over the course of a month, and
the theft was reported to be an inside job where
an employee stole $130,000 from ShapeShift
in mid-March.

The employee, who was not identified, later
sold sensitive security information to an
Impact: outside hacker after being fired from the

Offline and moved to exchange.

rebuild the service in a Another $100,000 in funds denominated in
week bitcoin, ether and litecoin were reported stolen
on 7th and gth April.

Source: http://www.coindesk.com/digital-currency-exchange-shapeshift-says-
lost-230k-3-separate-hacks/
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Gatecoin
Bitcoin and ETH exchange

2016 « 5 Experienced a cyberattack on its hot wallets
that resulted in the loss of funds.

"We have previously communicated the fact

that most clients’ crypto-asset funds are stored

in multi-signature cold wallets. However, the

malicious external party involved in this

breach, managed to alter our system so that
Impact: ETH deposit transfers by-passed the multi-sig
cold storage and went directly to the hot wallet
during the breach period. This means that
losses of ETH funds exceed the 5% limit that
we imposed on our hot wallets.”

Lost as much as
185,000 ethers and
250 bitcoins, worth
approx. $2.14m; the
website was offline
due to the attack

2016 Py B2z 4xid o | 2% e 4 HIX Pui 20167H
S 21

Source: http://www.coindesk.com/gatecoin-2-million-bitcoin-ether-security-



http://www.coindesk.com/gatecoin-2-million-bitcoin-ether-security-breach/
http://www.coindesk.com/gatecoin-2-million-bitcoin-ether-security-breach/
http://www.coindesk.com/gatecoin-2-million-bitcoin-ether-security-breach/
http://www.coindesk.com/gatecoin-2-million-bitcoin-ether-security-breach/
http://www.coindesk.com/gatecoin-2-million-bitcoin-ether-security-breach/
http://www.coindesk.com/gatecoin-2-million-bitcoin-ether-security-breach/
http://www.coindesk.com/gatecoin-2-million-bitcoin-ether-security-breach/
http://www.coindesk.com/gatecoin-2-million-bitcoin-ether-security-breach/
http://www.coindesk.com/gatecoin-2-million-bitcoin-ether-security-breach/
http://www.coindesk.com/gatecoin-2-million-bitcoin-ether-security-breach/
http://www.coindesk.com/gatecoin-2-million-bitcoin-ether-security-breach/
http://www.coindesk.com/gatecoin-2-million-bitcoin-ether-security-breach/
http://www.coindesk.com/gatecoin-2-million-bitcoin-ether-security-breach/
http://www.coindesk.com/gatecoin-2-million-bitcoin-ether-security-breach/

The DAO

Decentralized Autonomous Organization

2016 « 6

Impact:

Lost $60m and
triggered a broad
market sell-off
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A leaderless organization comprised of a series
of smart contracts written on the ethereum
codebase.

The DAO lost 3.6m ether, which is currently
sitting in a separate wallet after being split off
into a separate grouping dubbed a "child DAO".

The attack was due to a so-called “recursive
call” that could be used to drain some smart
contract accounts.

Source: http://www.coindesk.com/dao-attacked-code-issue-leads-60-million-

ether-theft/
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