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FEEL PREPARED FOR A SOPHISTICATED ATTACK

VISIT: WWW.ISACA.ORG/CYBERSECURITYREPORT CYBERSECURITY NEXUS
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2016 Cybersecu rlty

2016 WMERERREER

BILLION:

PERSONALLY
IDENTIFIABLE
INFORMATION (PII)
RECORDS STOLEN
IN 2014"

> 150
MILLION:
AVERAGE COST OF A

DATA BREACH BY
2020"

Cyberattacks are growing,
but the talent pool of defenders

97%

BELIEVE AFPTs i
REPRESENT CREDIBLE
THREAT TO NATIONAL
SECURITY AND
ECONOMIC STABILITY"

AIn2

BELIEVE THE IT
DEPARTMENT IS
UNAWARE OF ALL

OF ORGANIZATION’S
INTERNET OF THINGS
(10T) DEVICES®

IS not keeping pace.

Skllls Gap

1IN 4 D

ORGANIZATIONS
HAVE EXPERIENCED
AN APT ATTACK®

74%

BELIEVE LIKELIHOOD
OF ORGANIZATION BEING
HACKED THROUGH IOT
DEVICES IS HIGH OR
MEDIUM ©

-

Profe

MILLION:

GLOBAL SHORTAGE
OF CYBERSECURITY
PROFESSIONALS
BY 2019’

%
53%

OF ORGANIZATIONS
EXPERIENCE DELAYS

AS LONG AS 6 MONTHS

TO FIND QUALIFIED
SECURITY CANDIDATES '°

100 r—'?.'.-—;a

RATE OF
CYBERSECURITY JOB
GROWTH VS. IT JOBS
OVERALL, 2010-14°

17%

SAID THAT NO HIGH
SCHOOL TEACHER OR
GUIDANCE COUNSELOR
MENTIONED CYBERSECURITY
AS CAREER.

FOR MEN, ITIS 67%.""

84%

(]
ORGANIZATIONS BELIEVE
HALF OR FEWER OF
APPLICANTS FOR OPEN

SECURITY JOBS ARE
QUALUIFIED®

o
89%
CONSUMERS BELIEVE

IT IS IMPORTANT FOR
ORGANIZATIONS TO

CERTIAED MEES.H”

Although attacks are growing in frequency and sophistication, the availability of sufficiently skilled
cybersecurity professionals is falling behind. Cybersecurity Nexus (CSX) is addressing this gap by creating
a skilled global cybersecurity workforce. From the Cybersecurity Fundamentals Certificate for university
students to CSXP, the first vendor-neutral, performance-based cybersecurity certification, CSX is

attracting and enabling cybersecurity professionals at every stage of their careers.

SOURCES: 1. 2015 Cost of Data Breach Study:

2015, 6. ISACA 2015 IT Risk/Reward Barometer-Member Stud)y.

Gap, Raytheon and NCSA, October 2015, 12. 2015 ISACA Risk/Reward Barometer-Consumer Study. September 2015.

Global Analysis, IBM and Ponemon Institute, May 2015. 2. ISACA 2015 APT Study, Oclober 2015. 3. ISACA 2015 APT Study.

4. The Future of Cybercrime & Security: Financial and Corporate Threats & Mitigation, Juniper Research, May 2015. 5. SACA 2015 IT Risk/Reward Barometer-Member Study, September
7. UK House of Lords Digital Skills Committee. 8. Burning Glass Job Market Intelligence: Cybersecurity Jobs, 2015. 9.
State of Cybersecurity: Implications for 2015, ISACA and RSA Conference, April 2015. 10. State of Cybersecurity: Implications for 2015, 11. Securing Qur Future: Closing the Cyber Talent

** “Employees” refers to data security professionals at organizations that potentially have access to survey respondent’s personal information.
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’E',lganizations N 2018::'

o2 /o 40% 39%

Social Insider Advanced
Engineering Threats Persistent
Threat
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SOURCE: ‘ '
ISACA’S JANUARY 2016 CYBERSECURITY SNAPSHOT, GLOBAL DATA, .. X Mm
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YEARS
Est. 1996 ISACA® FRAMEWORK

COBIT Onling page views sinca COBITS sxams taken in 2015

downloads of COBIT 5 publications
its Saptember 2014 launch

Nurture and continue to build COBIT training and usage
globally and, where appropriate, leverage other valued

frameworks

e ML A TR HES COBITEE)IFN{E A,
N YHERTEFIAEERNEREZSE

COBIT is the only business framework that helps organizations effectively govern

and manage enterprise [T, Mow in its 20th year, COBIT is used by entarprizes

and governments around the globe. COBIT 5, the most recent version, empowers
organizations to improve perfiormiance by optimizing their information and technology.
For more nformation, visit www.isaca.on/cobit-tumse-20.

COBIT WORKS

say COBIT 5 has helped them address
practical business issues beyond
governance of enterprise [T (GEIT)

gay COBIT 5 helped their enterprige
integrate business and IT

of COBIT 5 users would recommend
the framewark to others

COBIT 5 IS NEEDED

say the cument cyber threat
landscape has causad their
organization's leadership

Missed IT project Disconnect betwaen to more highly value the
deadlinas IT and business strategies importance of GET
Integrating Improving risk 3 Improving
business and IT management cybersecurity
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